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Cyber Security

General Objectives of the Course

-Enhance participants' skills in system management
with a focus on cybersecurity.

-Equip participants with the tools and techniques
necessary to protect systems and data.
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In an era where cyber threats are continuously on
the rise, cybersecurity skills have become
increasingly important, especially in technology and
gaming sectors. The "Cyber Security - Fortnite
Administration" course aims to meet the needs of
system administrators and cybersecurity
professionals, focusing on how to protect gaming
environments like Fortnite from threats and risks.

Importance of the Course for Organizations:
1. Data Protection: The course enhances
participants' abilities to safeguard player and
organizational data, reducing the risks of leaks
and breaches.

2. Developing Security Strategies: It helps in
formulating effective strategies to address
cybersecurity threats, thereby improving the
security of the game and increasing user trust.
3. Improving Efficiency: Through practical
training and workshops, participants will be
able to apply learned concepts directly,
increasing performance efficiency in the
workplace.

4. Adapting to Changes: The course provides
information on the latest trends and
technologies in cybersecurity, enabling
organizations to adapt to rapid changes in the
field.

Proposed Duration of the Course:

The course spans 5 days, with 6 hours per day,
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including lectures, workshops, and
assessments.

In this way, the course prepares qualified
professionals to face security challenges in
gaming environments, positively impacting
organizations and enhancing their competitive
edge.

Course Contents:

1. Introduction to Cybersecurity

- Definition of cybersecurity and its importance
- Common threats in the field

- Best practices for protecting systems

2. Basics of System Administration

- Principles of network and device management

- Planning and implementation of system
management

- System management tools: (e.g., Active Directory,
DNS, DHCP)

3. Fortnite Management

- Introduction to Fortnite

- Setting up an enterprise Fortnite environment

- Managing player accounts and licenses

4. Security in Gaming Environments

- Security threats specific

- How to protect player data

- Strategies for dealing with attacks: (DDoS, phishing)

5. Cybersecurity Tools and Techniques

- Monitoring and analysis tools: (Wireshark, Nessus)
- Encryption techniques and their protection

- Incident response strategies

6. Developing an Incident Response Plan
- How to create a comprehensive response plan
- Periodic evaluation of plans

- Training and simulation

7. Future Trends in Cybersecurity

- Emerging technologies: (Al, machine learning)
- Future challenges

- How administrators can stay up-to-date

8. Practical Workshops
-Setting up a secure Fortnite environment
-Simulating attacks and implementing defense

Olawdidly ¢ Joadl iy9 « | polxall

ol cpdrizes slde] § By9ll palud cdasylall odg
oSy las oY Gl (§ Al Gbusall dglgal
A8 Ul g3)u8 (0 Gia9 Sl §all e Glaxy)

s yddl O gioead|

Q! 5oVl (3 doutdia . )

panly e (a3 iy -

Jlrall § dlad] ol -

Al dlesd luylaall Jyadl -

A Byla) bwleod . ¥

836219 il 8yl tsakue -

Gl 8ylaY duasally Jadasad -

Active Directory, DNS, i) :dakai¥l 8)ls] clgol -
(DHCP

Fortnite 8)l5] .Y

Fortnite (s doddo -

Oluw§alb 4ol Fortnite 4 slae| -
oAl ore Ml Ol 810 -

¥ Gl § o)l .8

L Olduugd! -

e by e 4488 -

(DDoS, phishing) :wlezxgll ge Joolasdd ol sl -
Al (oYl Oladig wilgal .o

(Wireshark, Nessus) :Jul=ilg ) ,e)l clgaf -
giolemg padddl luds -

doel ol gl) Boloead! -

G0l goel) Dlominl dlas yglas .1

Aol Golowieel Alas L) &S -

Lalasl (g9l it -

B8 xally oyl -

Alsad! 51§ dddinal! Cilgzgl .V

(I @l ¢ £ Uidaso¥I EW1) sl ol -
LBl s -

31> @bl e sl ol ggnel] oSy A -
Adas Jos Giyg -A

Fortnite J 4wl 4 olue] -

gL Ol Al Gudaly Oloxd 86lxo -


mailto:info@ice-egypt.net
mailto:ice@ice-egypt.net
http://www.ice-egypt.net/

Q;
L Ik

International Center for Etudes

Tel.: +2 02 25786710/ 410/ 411
Fax: +2 02 25786713
Mobile: +2 01227402581 / 01017617700

E-mail: info@ice-eqypt.net / ice@ice-egypt.net
Website: www.ice-eqypt.net

strategies
-Analyzing incidents and providing solutions
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